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Introduction 
 

Risk management was once a part-time focus of an employee or, in a major corporate, a non-

descript department. Siloed in one part of an organisation, it was listened to when its conclusions 

suited the business’s views and ignored when they did not. When considered in a truthful light, it 

existed as box-ticking record function, not much more.  

This is no longer the case. Risk management has become much more than an individual, a small 

team or even a function within a business – it is an ethos, a way of doing business that defines an 

organisation’s capacity to not only survive but also grow within the modern global economy.  

The global financial crisis had a large part to play in this evolution. Structural risks were 

inadequately identified and addressed, leading ultimately to market panic and large scale losses 

where governments were forced to step in to save what 

were once considered invulnerable organisations.  

A light had been shone on the fragile and interconnected 

nature of the global economy, where local issues in far-

flung corners of the world can lead to major damage in 

multiple markets. 

As losses were tallied and these organisations’ finances 

and assumptions were hung out for scrutiny by a critical 

public, questions began to be asked.  

 Why were investment decisions taken without 

understanding underlying risks? Why were key management personnel so woefully 

misinformed of potential dangers or changing risk parameters? 

 Where were the skills needed to properly assess risks and why were organisations so 

trusting of third party risk assessments? 

 Why, when risks were considered, did decision makers only focus on those risks that could 

be hedged?  

One thing was clear. No company wanted to be in the spotlight if something similar ever happened 

again.  

In the wake of these events, risk management has gradually become a top priority in most 

industries, not just the financial sector.  

Its evolution has been helped along by the emergence of new risks that have damaged the 

reputations and finances of organisations across the globe, such as a rising prevalence of cyber-

security breaches, the increasing popularity of social-media communications, escalating conflicts in 

war-torn regions, extreme commodity price fluctuations and the impact of social factors including 

investors’ and consumers’ reactions to climate change and environmental concerns.  
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An Accenture survey of 450 global risk professionals1 from 2013 reported that 98% had seen an 

increase in the perceived importance of risk management at their organisation.  

Risk management has also taken on a larger role in decision making at the Board level, becoming a 

tool not only to avert disaster, but also one to direct the choice and successful execution of growth 

strategies.  

A 2014 global survey by Clifford Chance and the Economist Intelligence Unit2 of 320 Directors 

found that risk was steadily becoming a greater issue for Boards. 

For proactive Boards, risk management is not an option but a necessity for growth, sustainability 

and continuing success.  

For those considering investing or not supporting investment, the consequence of this decision 

needs to be examined under a risk lens. Not all risks are bad. They need to be carefully considered, 

well priced and well managed.  

The role of risk management is also an important consideration in assessing the importance and 

accountabilities of a position, whether that position is at the Board level or further down in the 

organisation. Egan Associates does not believe that risk has to this point been adequately 

recognised in work value considerations or reward, both at management and Board level.  

                                                      
1
 Accenture, Risk Management for an Era of Greater Uncertainty, 2013, P6 

2
 Clifford Chance and the Economist Intelligence Unit, View from the Top, a Board Level Perspective on Current Business 

risks, 2014, P.6 and 26. 
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Key Global Risks 
 

Each year, the World Economic Forum conducts an assessment of experts on the top global risks in 

terms of likelihood and potential impact over the coming ten years. In the latest year, the survey for 

the World Economic Forum Global Risks 2015 report3 canvassed the views of almost 900 experts to 

uncover the greatest risks facing the world. It identified 28 risks, split into five categories: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

In terms of likelihood, the most serious risks in descending order were: 

1. Interstate conflict with regional consequences (geopolitical risk) 

2. Extreme weather events (environmental risk) 

3. Failure of national governance (geopolitical risk) 

4. State collapse or crisis (geopolitical risk) 

5. High structural unemployment or underemployment (economic risk) 

                                                      
3 World Economic Forum, World Economic Forum Global Risks 2015 report, 2015, P.9, 53 and 54. 

Environmental 

 Failure of climate change adaptation 

 Bio diversity loss and ecosystem 

collapse 

 Extreme weather events 

 Natural catastrophes 

 Man-made environmental catastrophes 

Economic 

 Energy price shock 

 Fiscal crises 

 Unemployment or under employment 

 Asset bubble 

 Failure of financial mechanism or 

institution 

 Unmanageable inflation 

Societal 

 Water crises 

 Spread of infectious diseases 

 Food crises 

 Profound social instability 

 Large-scale involuntary migration 

 Failure of urban planning 

Geopolitical 

 Weapons of mass destruction 

 Interstate conflict 

 Terrorist attacks 

 Failure of national governance 

 State collapse or crisis 

Technological 

 Cyber attacks 

 Misuse of technologies 

 Data fraud or theft 

 Critical information infrastructure 

breakdown 
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In terms of impact, the most serious risks in descending order were:  

1. Water crises (societal risk) 

2. Rapid and massive spread of infectious diseases (societal risk) 

3. Weapons of mass destruction (geopolitical risk) 

4. Interstate conflict with regional consequences (geopolitical risk) 

5. Failure of climate-change adaptation (environmental risk) 
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Key Organisation Risks 
 

Conducting research on risk publications by leading global advice and consultancy organisations, 

Egan Associates identified approximately twenty key risks that most organisations are facing today.  

This is by no means an exhaustive list, but it does capture some of the concerns that are front of 

mind in executive teams and Board rooms.  

These have been grouped into three major categories: 

 Strategic Risks 

 Operational Risks 

 Reputational Risks 

 

Operational risks are those that are associated with the internal or day to day operation of the 

organisation, such as human resources, suppliers, policies, processes and legislation. These risks are 

generally management’s responsibility.  

Decisions that may have an adverse effect on the organisation’s ability to meet goals and objectives 

should be considered strategic risks. Boards will progressively take a much more hands on role in 

the consideration of strategic risks.  

Reputational risks deal with potential dangers to the company’s standing in the eyes of customers, 

investors, governments and any other stakeholders, for example damage to brand or sales as the 

result of a scandal (such as hackers accessing customer data, the discovery of corruption among 

company employees or the uncovering of suppliers that breach the human rights of their 

employees).  
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Reputational risks are generally a type of strategic risk, but Egan Associates has broken them out 

because they have become a prominent and important risk category in recent times. In a 2014 

survey of 300 C-level executives, Board members and risk specialists across the globe, Deloitte 

identified reputational risk as the key business challenge, with 88% respondents explicitly focusing 

on this type of concern. According to the World Economic Forum, a quarter of a company’s value is 

tied up in its reputation.  

Within its global risk report, The World Economic Forum referenced a prior executive opinion survey 

on risk from 20144, which covered 13,000 executives in 144 countries, asking them to select the 

global risks that concerned them most. The results are in Table 1: 

Table 1: Risks concerning Global and Australian Executives 

Global Executives Australian Executives 

1. Fiscal crises in key economies 

2. Failure of major financial mechanism or 

institution 

3. Liquidity crises 

4. Oil price shock to the global economy 

5. Profound political and social instability 

6. Prolonged neglect of critical infrastructure 

and its development needs 

7. Violent interstate conflict with regional 

consequences  

8. Greater incidence of environmentally related 

events 

9. Major escalation in organised crime and illicit 

trade 

10. Breakdown of critical information 

infrastructure and networks  

1. Fiscal crises in key economies 

2. Prolonged neglect of critical infrastructure 

and its development needs 

3. Liquidity crises 

4. Failure of major financial mechanism or 

institution 

5. Greater incidence of environmentally related 

events 

6. Oil price shock to the global economy 

7. Breakdown of critical information 

infrastructure and networks.  

8. Profound political and social instability 

9. Escalation of economic and resource 

nationalisation 

10. Water crises 

Another more recent survey of Executives and Board perceptions around risk management by the 

Poole College of Management and Risk Consultant Proviti5 provided a different perspective on the 

top ten risks facing organisations around the globe, with risks seeming more business oriented.  

The 277 Board and Executive Respondents were provided with a select set of 27 risks, of which 

they ranked these the highest for their potential impact in 2015: 

1. Regulatory changes and heightened regulatory scrutiny 

2. Economic conditions in markets the company operates in 

3. Effect on operations and reputation of cyber threats 

4. Succession challenges and the ability to retain top talent 

5. Ability of organisation’s culture to identify and escalate risk issues 

6. Neglect of business adjustments due to resistance to change within the organisation 

                                                      
4 World Economic Forum, Executive Opinion Survey 2014, 2014  
5 Poole College of Management and Proviti, Executive Perspectives on Top Risks for 2015, 2015, P.5  

http://reports.weforum.org/global-risks-2015/executive-opinion-survey-2014/
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7. Resources required to ensure privacy/identity management and system protection 

8. Inadequate preparation for crises that affect company reputation 

9. Sustaining customer loyalty and retention 

10. Ability of operations to compete on quality, time to market, cost and innovation 
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Board Risk Priorities 
 

The Poole College of Management and Proviti survey also reported the five most concerning risks 

for Boards, CEOs, CFOs and CROs. These are outlined in descending order in Table 2. 

Table 2: Risks most concerning Boards, CEOs, CFOs and CRO 

Board CEO CFO CRO 

Economic conditions in 

markets the company 

operates in 

Regulatory changes and 

heightened regulatory 

scrutiny 

Ability of an 

organisation’s culture to 

identify and escalate risk 

issues 

Regulatory changes and 

heightened regulatory 

scrutiny 

Inadequate preparation 

for crises that affect 

company reputation 

Uncertainty surrounding 

national and 

international political 

leadership 

Neglect of business 

adjustments due to 

resistance to change in 

the organisation 

Succession challenges 

and the ability to retain 

top talent 

Regulatory changes and 

heightened regulatory 

scrutiny 

Economic conditions in 

markets the company 

operates in 

Ability of operations to 

compete on quality, time 

to market, cost and 

innovation 

Effect on operations and 

reputation of cyber 

threats 

Identifying and 

addressing shifts in 

customer preferences 

Geopolitical shifts and 

instability in government 

regimes 

Succession challenges 

and the ability to retain 

top talent 

Neglect of business 

adjustments due to 

resistance to change in 

the organisation 

Sustaining customer 

loyalty and retention 

Costs of complying with 

healthcare reform. 

Inability to use analytics 

and big data to increase 

productivity and 

efficiency 

Economic conditions in 

markets the company 

operates in 

Boards were mainly concerned about strategic issues, while CEOs were concerned about 

macroeconomic problems that could affect strategy and operations. CFOs focused on the 

performance of operations, while chief risk officers’ concerns spanned a broader range of issues.  

The 2014 Clifford Chance and Economist Intelligence Unit survey6 found that surveyed Boards were 

focusing the most on financial risks, then, in descending order, reputation risks, legal/regulatory 

risks, political risks, health and safety risks, environmental risks, cyber risks, consumer activism, 

shareholder activism and human rights.  

Of the risks it mentioned, the survey stated that it was very concerned about emerging risks, 

stating that Boards were not paying enough attention to these risk areas, potentially due to a 

stronger focus on dedicating resources to more traditional areas.  

                                                      
6 Clifford Chance and the Economist Intelligence Unit, View from the Top, a Board Level Perspective on Current Business 

risks, 2014, P.14. 
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Examples of emerging risks include cyber security and privacy as well as social risks including 

environmental risk and human rights. The research revealed that although 57% of respondents 

admitted they were worried about cyber security, only 15% said this area of risk was currently a 

focus for the Board.  

The research stressed that most cyber security incidents don’t result from malicious attacks, but 

from system failures, out of date software or lack of security and compliance. Directors may be 

exposed to personal liability for a failure to manage these risks.  

Only 17% of respondents noted that their Boards were focussed on environmental risks and very 

few expressed concerns over failures to protect human rights, despite the potential to create serious 

reputational damage – for example in the case of the Rana Plaza tragedy in Bangladesh. 

The most challenging risk to tackle in the mind of the report’s authors will be unethical behaviour in 

the organisation, as this is emblematic of a problematic corporate culture. Businesses are aware of 

this risk, the report noted, with 82% of respondents agreeing that the reputational risk arising from 

unethical behaviour has become much more important. 41% will be implementing a review of 

corporate culture in the next two years and 24% already have. 

Human Resources Risks 

For Egan Associates’ clients, one of the most pertinent risks in Table 2 regards succession and 

talent management, which fits within the broader category of human resources/talent risks. These 

risks can be reputational, strategic and operational as talent touches all areas of a business’ 

operations, is central to the success of strategy formulation and implementation, and has the 

potential to significantly affect the reputation of the organisation.  

Considerations for the Board within this area of risk will include: 

 Sourcing of executives with appropriate skills and experience; 

 Determination of appropriate remuneration to retain and motivate talent; 

 Board renewal and executive succession; 

 Board diversity – delving beyond gender to other elements such as culture and tenure; 

 Alignment of Board membership with required industry and international experience, as well 

as required skills and attributes as perceived by the Board and shareholders; 

 Top down management of employee culture for the entire organisation; and 

 Transparency of communication with shareholders on these issues.  
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Risk Requirements for 

Australian Boards 
 

In recognition of the evolution described in the introduction, the most recent version of the ASX 

Corporate Governance Principles and Recommendations7 has enhanced the focus on risk, noting in 

an updated Principle 7 that recognising and managing risk is a crucial part of the role of the board 

and management: 

A failure by a listed entity to recognise or manage risk can adversely impact not only the 

entity and its security holders but also many other stakeholders, including employees, 

customers, suppliers, creditors, consumers, taxpayers and the broader community in which 

the entity operates. 

Good risk management practices can not only help to protect established value, they can 

assist in identifying and capitalising on opportunities to create value. 

Principle 7’s new set of recommendations are (in summarised form): 

 

Actions in brief:  

1. For organisations without a risk committee, decide if a risk committee is appropriate.  

2. Following the creation of a risk committee, check composition meets the guidelines and ensure 

the charter, membership and meeting attendances has been disclosed. Deloitte8 has a Risk 

Committee Guide for Boards that provides guidance on what belongs in a risk committee charter.   

3. Organisations without risk committees must explain why and disclose their processes for 

overseeing the entity’s risk management framework. 

  

                                                      
7 ASX Corporate Governance Council, Corporate Governance Principles and Recommendations, 3rd Edition, 2014, P.28 

8 Deloitte, Risk Committee Resource Guide for Boards, 2013, P.7 

Recommendation 7.1: The Board of a listed entity should: have a committee or committees to 

oversee risk, with membership of at least three members a majority of whom are Independent 

Directors and chaired by an independent Director. If it does not, it should explain the 

processes it has for overseeing the risk management framework. The Board should disclose 

the charter, membership and the number of times it has met and attendance.  
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Actions in brief: 

1. Conduct a review of the organisation’s risk management framework. This can be facilitated by 

guidelines from a number of organisations including ISO.  

2. Disclose whether the review has occurred. 

3. Decide which of the insights from the review, if any, it is appropriate to disclose. 

 

Actions in brief: 

1. Gain an understanding of the audit function’s structure and how it operates.  

2. Disclose the results of this examination.  

Deloitte Australia has a Better Practice Guide9 that may aid Boards in evaluating the internal audit 

function and its role within the organisation.  

 

Actions in brief: 

1. Analyse the organisation’s exposure to economic, environmental and social sustainability risks 

and review the organisation’s risk management framework as regards these risks. This may involve 

determining particular parties who will be accountable for these risks. Remember that the profile of 

these risks has been rising over time and it will be important to get this process right.  

2. Determine how best to disclose any exposure to material risks and whether assurance of the 

disclosure should be sought. 

  

                                                      
9 Deloitte, ASX Corporate Governance Council Principle 7 Recognise and Manage Risk, Better Practice Guide 3rd Edition, 

January 2015 

Recommendation 7.4: A listed entity should disclose whether it has material exposure to 

economic, environmental and social sustainability risks and if it does, how it manages or 

intends to manage those risks.  

Recommendation 7.3: An organisation should disclose if it has an internal audit function, how 

it is structured and how it performs. If it does not it should disclose the processes it employs 

for evaluating and improving the effectiveness of its risk management and internal control 

processes.  

Recommendation 7.2: The Board or a Board committee should review the entity’s risk 

management framework at least annually and disclose whether such a review has taken place. 

Where appropriate, the entity may also disclose insights it gained from the review and 

changes it made to its risk management framework as a result. 
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Actions in brief: 

1. Ensure that the remuneration committee considers the effect of remuneration on culture, risk 

taking and reputational risk in its design or approval of incentive plans for executives and senior 

management.  

2. Ensure that any changes made to the remuneration of key management personnel to discourage 

risky behaviour are correctly disclosed in the remuneration report as required by principle 8.  

Risk: a How to Guide 

Boards seeking to implement the ASX Corporate Governance Guidelines and Principles or simply 

trying to follow best risk management practice may sometimes be at a loss as to how best to 

approach the topic.  

Egan Associates has compiled a body of information based on various sources detailing a wide 

variety of risk management issues. This information is detailed in the following sections of this KMP 

report.   

The Principles and Recommendations also note under Principle 8: Remunerate fairly and 

responsibly that performance-based remuneration should be appropriate to the organisation’s 

risk appetite. 
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Risk Management:         

The Basics 
 

Goals 

The goals of risk management according to McKinsey & Company10 are to: 

 protect value, eg by avoiding losses or volatility; 

 Drive profitability and growth by encouraging controlled risk taking in innovation or R&D 

and investments; 

 Ensure regulatory compliance, protect enterprise from negative regulatory intervention 

and avoid penalties; and 

 Provide stability, independence of enterprise, sustainability of workplace, positive 

outcomes for society as well as maintain confidence of business partners. 

Risk Management Structure 

McKinsey & Company identifies two main types of risk management function: 

 Decentralised – Here the line management owns the risks and a central risk department 

provides support and coordination. Since the central department doesn’t have the 

resources to inspect and challenge the businesses’ risk practices, it relies on “risk 

champions” to ensure the risk function is carried out appropriately.  

 Centralised – Here a central risk function controls and owns most of the risks. Those not 

handled by the function are handled by managers and overseen by the function.  

The first approach is advantageous in its flexibility and integration into the business process, 

engendering a culture of risk ownership. The advantage of the second is its consistent approach 

across the business, often useful where risks are applicable and comparable throughout the 

organisation’s business units. 

The Role of Boards versus Management  

The ASX Corporate Governance Principles and Recommendations clearly defines the differentiation 

between the roles of the Board and those of management in risk management: 

The Board of a listed entity is ultimately responsible for deciding the nature and extent of 

the risks it is prepared to take to meet its objectives. 

To enable the board to do this, the entity must have an appropriate framework to identify 

and manage risk on an ongoing basis.  

                                                      
10 McKinsey & Company, Enterprise-risk-management practices: Where’s the evidence?, February 2014, P.1 
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It is the role of management to design and implement that framework and to ensure that the 

entity operates within the risk appetite set by the Board.  

It is the role of the Board to set the risk appetite for the entity, to oversee its risk 

management framework and to satisfy itself that the framework is sound. 

Risk Appetite 

A key step in implementing a risk management framework is setting and communicating the 

organisation’s risk appetite.  

According to Price Waterhouse Coopers (PWC)11: 

“Risk appetite is the amount of risk an organisation is willing to accept in pursuit of strategic 

objectives. Thus, it should define the level of risk at which appropriate actions are needed to reduce 

risk to an acceptable level. 

“Risk appetite is not a statement; it is a process that when properly defined and communicated 

drives behaviour by setting the boundaries for running the business and capitalising on 

opportunities.” 

PWC notes that the process of setting and reviewing risk appetite is a matter of judgement that is 

based on each company’s specific circumstances and objectives. 

Companies that don’t define risk appetite could take on more or less risk than is appropriate for their 

circumstances.  

 It suggests the following questions be considered during the process:  

 Corporate values - What risks will we not accept?  

 Strategy - What are the risks we need to take?  

 Stakeholders - What risks are they willing to bear, and to what level? 

 Capacity - What resources are required to manage those risks if they materialise? 

Risk Culture  

McKinsey & Company12 defines risk culture as “the norms of behaviour for individuals and groups 

within an organisation that determine the collective ability to identify and understand, openly 

discuss and act on the organisation’s current and future risks.” 

Under a strong risk culture it expects:  

 A clear and well communicated risk strategy; 

 High standards of analytical rigor and information sharing across the organisation; 

 Rapid escalation of threats or concerns; and 

 Visible and consistent role modelling of desired behaviours and standards by senior 

management.  

                                                      
11 Price Waterhouse Coopers, Board Oversight of Risk: Defining Risk Appetite in Plain English, May 2014, P.3 
12 McKinsey & Company, Taking control of organisational risk culture, February 2010, P.5 
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The Standalone Risk 

Committee 
 

The ASX Corporate Governance Principles and Recommendations state that while ultimate 

responsibility for a risk management framework rests with the full Board, having a risk committee 

can be an efficient and effective mechanism to bring the transparency, focus and independent 

judgment needed to oversee the framework.  

According to the Principles and Recommendations, the role of a risk committee is usually to review 

and make recommendations to the board in relation to: 

 the adequacy of the entity’s processes for managing risk; 

 any incident involving fraud or other break down of the entity’s internal controls; and 

 the entity’s insurance program, having regard to the entity’s business and the insurable 

risks associated with its business. 

Deloitte13 expands on the first responsibility, adding that a risk committee might: 

 advise senior executives regarding risk and risk management;  

 be informed of risk exposures of specified magnitudes;  

 obtain assurance that management has established risk monitoring and mitigation 

mechanisms equal to the risks the organisation faces;  

 Be involved in setting the organization’s risk appetite;  

 Disclose risk exposures; and  

 Influence the risk culture (via, for example, hiring decisions and compensation plans). 

A Deloitte analysis14 from 2014 of 400 public companies in eight countries (the top 50 listed 

companies from Australia, Brazil, China, Mexico, the Netherlands, Singapore, the United Kingdom, 

and the United States) found that 22% had specific risk committees, 16% had hybrid risk 

committees and 62% had no risk committee. In comparison, 22% of the Australian companies had 

a risk committee, 54% had hybrid committees and 24% had no committees.  

It was more likely for financial services companies to have risk committees – in Australia regulations 

require financial services institutions to have Board level risk committees. (55% and 27% of the 

financial services industry companies disclosed standalone or hybrid risk committees respectively, in 

comparison to 13% and 62% for non financial services institutions.) 

  

                                                      
13 Deloitte, As risks rise, boards respond A global view of risk committees,2014, P.17 
14 Ibid,P.7 
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There are advantages and disadvantages to having a separate risk committee. 

Advantages Disadvantages 

 A risk committee can formalise the process 

for addressing risks and can be an 

attractive option to try and mitigate liability 

for legal action and keep on top of 

regulatory demands.  

 As Board workloads increase, a dedicated 

risk committee can ensure sufficient time is 

spent on risk and necessary tasks are 

completed within given timeframes.  

 Board risk committees can have subject 

matter experts who are able to translate 

analytics into insights for discussion by the 

full Board.   

 It can be easier for a standalone risk 

committee to bring focus to and articulate 

the risk conversation, gaining oversight into 

the number, variety, and magnitude of 

risks, their complexity and potential 

interactions.  

 It provides a go-to point for management 

communication on risk issues. 

 A risk committee will be smaller than the 

Board and unless composition is carefully 

chosen, may not be capable of considering 

risks from as many angles as the full Board.  

 Boards that have risk committees can 

believe their duty to consider risk has been 

done. This is not the case. Contemplation 

of risk must be part of every Board decision 

or opportunities will be lost and poor 

decisions made. In the end, the Board as a 

whole remains responsible for the company 

and its risks.  

 A risk committee requires resources, 

including funding, expertise, time, and 

attention.  

 

Each Board must decide for themselves whether a risk committee is appropriate in their situation. 

Deloitte provides a set of key questions15 to reflect upon when considering whether to establish a 

risk committee to oversee the entity’s risk management framework: 

 What are the natures of the risks the entity will face? (well known and understood or 

emerging? Short term or long term?)  

 What are the needs of stakeholders? 

 What is the alignment of risk governance with strategy?  

 What skills are required to enable the Board or a subcommittee to provide effective oversight 

of risk?  

 Will the introduction of a Board risk committee increase the complexity of risk governance or 

make it more effective?  

Deloitte expects to see more companies adopt risk committees over time.  

  

                                                      
15 Deloitte, ASX Corporate Governance Council Principle 7 Recognise and manage risk Know the worth of risk. Better 

Practice Guide 3rd Edition,January 2015, P.14 
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Reviewing Risk 

Management 
 

McKinsey & Company16 states that Boards should ensure best practice in five key risk areas.  

 Risk transparency and insight; 

 Risk appetite and strategy; 

 Risk related business processes and decisions; 

 Risk organisation and governance; and 

 Risk culture. 

Risk Transparency and Insight  

Insight 

In the lead up to the crisis, too many companies had poor risk identification processes to identify, 

consolidate and priorities risks facing the company, according to McKinsey. The usual annual risk 

report listing 20 important risks with an assessment of the probability and the impact of each failed 

for three reasons.  

1. The assessments often missed large company wide risk. 

2. The assessments did not uncover the drivers of the risks.  

3. The assessments fail to consider how multiple risks can operate in tandem.  

McKinsey believes a strong risk identification process captures all the key risks and then drills down 

into those risks to understand their root causes. This process will have a: 

 Heat map  

o Go beyond high level sensitivities to drill down into the details of each risk, 

testing drivers and related considerations. 

o Ensure business units are using the same terminology so that the compounding 

factor of certain risks across business units is captured.  

o Consider the preparedness of the business for a risk in addition to the risk’s 

likelihood and impact.  

  

                                                      
16 McKinsey & Company, A Board Perspective on Enterprise Risk Management, February 2010, P.1 
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 An exercise to identify the company’s big bets  

o What assumptions is the company counting on in its business as usual 

operations?  

o Is the company comfortable with these bets? 

 An integrated system of risk reports, where business unit risk reports are integrated into 

a company-level risk report that is presented to the Board that prioritises key risks, 

includes management’s assessment of the risks, describing the tradeoffs involved and 

the business rationale. They will contain a heat map, top 10 risks, emerging risks, 

current market outlook and peer comparison to provide a full understanding of the 

company’s risks.  

Boston Consulting Group17 notes that organisations should identify the metrics that are currently 

tracked, and those that could be tracked that might be utilised as leading indicators to provide an 

early indication of emerging trends that could affect business as usual and pinpoint risk taking that 

does not correspond to the organisation’s risk appetite.  

Organisations should be aware that retrospective indicators such as GDP are not always good 

indicators of future performance and other indicators may be more useful.   

Boards may need to increase their frequency of risk assessment from annually to reflect conditions. 

Periodic assessments can be enhanced through the use of data analytics of the underlying 

information in the organisations existing systems to identify risk trends or indicators.  

For strategic risks, the data analysis is more difficult, requiring an increased focus on gathering data 

from customers, bloggers, and analysts, yet it’s important to remember that complexity is the 

enemy of understanding and that rubbish in will only ever result in rubbish out.   

Other data analytics obstacles include a lack of skilled staff, difficulty in embedding risk analytics in 

management processes, outdated legacy systems, lack of systems integration, unavailability of, or 

poor quality of internal or external data.  

Deloitte18 recommends that Boards ask a number of questions when evaluating the company’s risk 

management framework as regards around data analysis and technology.  

 How can we leverage our investments in risk management, internal controls and data 

management and analysis? 

 How well do our data management and analytical capabilities support our risk 

management and regulatory reporting efforts? 

 How can we develop an integrated data storage and aggregation infrastructure to 

support financial, operational, regulatory and risk reporting? 

Transparency 

Insights and their basis must be are shared when they are created. This enables the early discussion 

of risk before impacts are felt. Without transparency on results and inputs, organisations run the 

danger of ignoring data or using it as a blanket excuse for not achieving a wide raft of goals that 

might not be affected by the data released. 

                                                      
17 Boston Consulting Group, The Art of Risk Management, April 2013  
18 Deloitte, ASX Corporate Governance Council Principle 7 Recognise and Manage Risk, Better Practice Guide 3rd Edition, 

January 2015, P.14 
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It is not only important that the Board is notified when tolerance limits are exceeded, but also if 

they are not reached. The former means too much risk taking and the latter too little, meaning that 

opportunities might be missed.  

Risk Appetite and Strategy 

Risk Appetite 

In PWC’s 2014 Annual Corporate Directors Survey October 201419 of around 700 Directors, 51% 

said their Board understood their company’s risk appetite “very well”, down from 62% two years 

ago.  

And yet, understanding risk appetite is key to be able to develop strategies that sit comfortably 

within the company’s risk profile. PWC states that a written risk appetite statement can help 

formalise and clarify the company’s overall approach to risk.  

PWC20 outlines a process to define risk appetite.  

1. Understand the company’s strategic goals and objectives, stakeholder perspectives, risk 

culture and risk experience.  

2. Develop the company’s risk profile (the assessment of the company’s top risks and the 

internal controls and capabilities to manage those risks). 

3. Identify the company’s risk capacity. (The actual amount of risk the company could 

bear). Requires an assessment of amount of risk a company can accept based on 

financial, operational and reputational impacts.  

4. Conduct a qualitative risk assessment: categorising and prioritising the company’s top 

individual risks relative to one another, taking into account risk, reward and risk 

mitigation activities.  

5. Conduct a quantitative risk analysis – (use of rating scales to bring a greater degree of 

precision and measurability to risks.) Can be used to create hard limits (eg company will 

only operate with supply chain partners that have a specific credit rating). 

The company’s risk appetite can then be defined using results of these processes together with an 

evaluation of the interrelationships of key risks. Because a company’s strategic objectives and risk 

profile may change as the organisation takes a new direction or the business environment, economic 

conditions or competition changes, Directors will need to stay current in their understanding of risk 

appetite.  

PWC21 provides a list of questions the Board should ask to ensure its risk appetite is appropriate and 

reflects current circumstances, including: 

 Does the company have a continuous risk assessment process in place that identifies, 

prioritises, and analyses key risks? 

 Are the key risks aligned with the company’s strategic goals and objectives? 

 Does the company have an ongoing process to update its risk profile to respond to major 

changes in strategic direction, business activities, and the business environment? 

                                                      
19 PWC, Trends shaping governance and the board of the future PwC’s 2014 Annual Corporate Directors Survey 2014, P.8 
20 PWC, Board oversight of risk: Defining risk appetite in plain English, May 2014, P.3 
21 Ibid, P.6 
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 Does the company have the capabilities required to assess and manage the risks it is 

taking on today and the risks that it will be taking on as a result of its strategic 

imperatives? 

 Does the company have a structured process in place to continuously evaluate and 

adjust its risk appetite and tolerances, both positive and negative, as changes in 

strategic goals and objectives occur? 

 Are changes in the corporate risk appetite and tolerances communicated effectively to 

internal and external stakeholders and integrated into the company’s risk based strategic 

initiatives 

Risk Strategy 

The process of considering risk appetite and ownership should result in the definition of an explicit 

risk strategy – an agreed upon statement of the risks the company will seek to take on and those it 

will pass on to others.  The Board should be heavily involved in the definition and validation of this 

statement and embed it in the company’s strategic plan.  

According to McKinsey & Company22, each risk needs to be categorised into two groups: risks 

where the organisation has natural ownership and those where it does not. To make this decision, 

the Board must decide if there is an advantage to the organisation holding the risk and if exposure 

to this risk is sought by investors.  

The organisation can wear the risks for which it has natural ownership, but should separate risk 

ownership from the business for those it does not by exiting the business, hedging the risk or 

transferring the risk to suppliers.  

Exceptions to this rule are where strong defences against risk can be developed. According to 

McKinsey & Company, firms should only take on risks for which they have three core lines of 

defence: 

 A resilient and flexible business model – eg flexibility in supply contracts and sales 

agreements;  

 Well developed risk skills and capabilities – early recognition of risks allows the 

organisation to steer through the cycle; and 

 Sufficient financial strength to absorb risk if it should materialise. This should cover a 

multi-year perspective.  

Certain risks are unable to be transferred – for example, it is important that organisations remain 

responsible for their customers’ information, even if that information is being accessed by third 

party relationships. The Board should be abreast of the company’s third party relationships and how 

the organisation monitors related risks.  

Deloitte23 recommends a number of questions for Boards undergoing a review of their risk 

management framework in regards to strategy: 

 How clear are our business and risk strategies to internal and external stakeholders? 

 How can we improve that clarity? 

                                                      
22 McKinsey & Company, Getting Risk Ownership Right, November 2010, P.10 

23 Deloitte, ASX Corporate Governance Council Principle 7 Recognise and Manage Risk, Better Practice Guide 3rd Edition, 

January 2015, P.19 
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 How can we bring our risk strategy more in line with our business strategy to support 

one another? 

 How can we allocate capital more efficiently while managing the risks to which the 

strategy is exposed? 

Risk Related Business Processes and Decisions 

Boards should require management to formally integrate risk thinking into core management 

processes and strategic planning, capital allocation and financing.  

This requires the definition of management approaches and risk mitigation levers. Operations must 

comply with risk limits and be pulled if they exceed them. Early warnings are to be defined and 

assessed, contingency plans defined. Each approach must be assessed as risk appetite varies.  

In order to ensure the fallout is efficiently dealt with when major risks do occur, for each high 

impact risk, no matter how unlikely, the Board should ensure that management has considered what 

remedial actions may need to be taken. 

The Australian Institute of Company Directors24 suggests that organisations assume each extreme 

risk has occurred and develop scenarios on what the organisation would like to happen in each 

scenario. Referencing how the organisation would like to emerge from the crisis, remedial actions 

can be formulated to manage the crisis and preserve business continuity. This may involve setting 

lines of command and developing plans for redistributing resources, damage control and 

transitioning back to business-as-usual capacity when the immediate impact of the crisis is over.  

Once a plan has been developed and documented, it should be shared and rehearsed.  

Risk Organisation and Governance 

What makes an efficient and powerful risk organisation? McKinsey & Company25 states that 

hallmarks of a best practice risk management organisation have: 

 Strong and visible commitment from all members of the top team; 

 Central oversight of risk management across the enterprise; 

 Separation of duties between policy setting, monitoring and control and risk origination 

and risk management execution; 

 Clearly defined accountabilities; 

 Risk appetite and strategy clearly defined by top management (and the Board); 

 Full ownership of risk and risk management at business unit level; 

 Business units that are formally involved and view risk function as a thought partner; 

and 

 Robust risk management processes that reinforce organisational design (eg incentive 

systems incorporate risk return considerations). 

  

                                                      
24 AICD, Extreme risk management, 2012 

25 McKinsey & Company, A Board Perspective on Enterprise Risk Management, February 2010, P.12 
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According to the 2013 Accenture Global Risk management study26, organisations that are masters 

at managing risks:  

 Are more likely to have a CRO in charge of risk management;  

 Have more Board involvement – the Board communicates regularly on risk with risk 

management owners and has them report more often than quarterly; 

 Face fewer impediments to the overall effectiveness of their risk management functions 

(eg lack of engagement and lack of budget/talent). 58% of surveyed organisations have 

increased their staff levels; 

 Have a more integrated risk management function; 

 Are more focused on strategic and emerging risks; 

 Are better at recruiting, retaining and training staff;  and 

 Are ahead of the curve in big data analytics. 

Deloitte27 suggests that Boards ask a number of questions regarding business and operating models: 

 How can we best drive awareness and accountability around risk throughout the 

company? 

 How can we achieve regulatory compliance without disruption to our organisations? 

 Is it possible for a unit to engage in risky activity without the Board’s and management’s 

knowledge? 

Risk Culture 

BCG Group28 clearly lays out a problem many organisations face when it comes to risk culture: 

 “We worry that in their headlong embrace of formal systems of risk management, many companies 

are making the same mistakes that companies in the financial sector made. Put simply, they are 

pursuing a highly technical approach to risk management—characterised by complex financial 

models and elaborate, formal risk-management systems—in isolation from the day-to-day activities 

of the broader organisation.“ 

“The result, as was the case at many banks, is that risk management may exist as a formal 

function, but it is not really embedded in the ‘mindset’ of the broader organisation and, therefore, is 

not shaping behaviour and informing decision making.” 

A strong risk culture cannot be achieved through policies and procedures, but rather through 

enforcing principles from the top down. Without this grounding, it is difficult for employees to 

understand the sometimes contradictory nature of risks where there are times it is good to be risk 

averse and other times where it is bad.  

  

                                                      
26 Accenture, Risk Management for an Era of Greater Uncertainty, 2013, P.15 
27 Deloitte, ASX Corporate Governance Council Principle 7 Recognise and Manage Risk, Better Practice Guide 3rd Edition, 

January 2015, P.19 
28 Boston Consulting Group, The Art of Risk Management, April 2013 
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BCG Group outlines three principles for an effective risk culture: 

1. Risk management starts at the top – there should be a visible commitment on the part 

of the senior executive team to make risk management an integral part of the managerial 

decision making process.  

2. Risk cannot be managed from an ivory tower – if risk management becomes a silo it will 

have an insufficient understanding of the business-specific risks the company faces.   

3. Risk management is everyone’s responsibility – when risk management becomes a 

culture, it addresses risk proactively, not reactively.  

Signs of a weak risk culture include: 

 Employees don’t communicate – warning signs are not shared and risk appetite is not 

communicated 

 Employees don’t understand – employees fail to comprehend the risks the company is 

running or believe such understanding is the preserve of a risk specialist 

 Fear is rife – management and employees feel they cannot pass on bad news  

 Employees are indifferent – proactive response to risks is discouraged and employees do 

not challenge each others’ ideas and actions 

 Responses are slow – the organisation perceives external changes but reacts too slowly 

or is in denial about the likely impact of change 

 Employees are overconfident – employees believe their organisation is insulated or 

immune from risk because of its superior position. They believe they can beat the 

system and take risks outside the organisation’s risk appetite.  

When reviewing the risk management framework, Deloitte29 recommends asking a number of 

questions regarding culture: 

 Do our governance systems and culture support implementation of our strategy? 

 To the extent that we see misalignment, what is the cause? 

 What values are, and are not, expressed in our culture? 

 How can we drive positive values through our culture? 

McKinsey & Company30 suggests that management review risk culture, potentially using a survey, 

to identify employees’ respect for risk, acknowledgement of risk, transparency, responsiveness to 

risk. The survey will identify the elements of the risk culture that don’t fit with the organisation’s 

risk appetite, enabling them to be changed.  

  

                                                      
29

 Deloitte, ASX Corporate Governance Council Principle 7 Recognise and Manage Risk, Better Practice Guide 3rd Edition, 

January 2015, P.19 
30 McKinsey & Company, A Board Perspective on Enterprise Risk Management, February 2010, P.13 
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Tools to influence risk culture fit into four categories: 

Category Employee response to tool Example 

Foster understanding and 

conviction 

I know what kind of risk 

management is expected of me – 

it is meaningful and I agree with it 

Lessons learned sessions 

Role modelling I see superiors, peers and 

subordinates behaving in the new 

way with respect to risk 

Senior managers visibly including 

risk considerations in decision 

making 

Develop talent and skills I have the skills and competencies 

to behave in the new way with 

respect to risk 

Training sessions 

Reinforce formal mechanisms The structures, processes and 

systems reinforce the change in 

risk-related behaviour I am being 

asked to make 

Formally include risk in 

performance evaluations 
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Mitigating Risks via 

Remuneration 
 

The ASX Corporate Governance Principles31 note that Boards “need to ensure that the incentives for 

executive directors and other senior executives encourage them to pursue the growth and success 

of the entity (both in the short term and over the longer term) without taking undue risks”. 

The Board’s remuneration (or HR, people and culture) committee must carefully consider the 

structure of their annual and long-term incentive plans such that they do not encourage 

management to take unnecessary risks in order to optimise their payments or benefits under these 

plans.  

Examples of areas in respect of annual incentive plans that must be carefully contemplated as they 

may cause concern include payments for: 

 Short-term decisions in relation to acquiring or maintaining assets; 

 Short-term decisions in relation to investing or not investing capital in varying operations 

of the business to meet annual profit targets; and 

 Pursuit of substantial revenue growth where future costs of customer service or 

warranties will have a significant impact in subsequent financial years.  

In addition, when assigning various performance criteria weightings under annual incentive plans, 

Boards should avoid:  

 Underweighting critical program implementation requirements; 

 Underweighting key financial parameters such as profit, return on capital, market share, 

project costs versus budget; and 

 Overweighting soft personal key performance indicators.  

Regarding the last point, rather than rewarding certain key accountabilities of senior staff, Boards 

may consider the use of non-financial behavioural gateways to address various elements of risk. 

One area where such gateways are currently being used is in the area of employee health, safety 

and wellbeing, where incentives are not paid unless executives achieve the minimisation of incidents 

of injury or the inculcation of a culture where employees care for one another. Gateways could also 

be used in the context of upholding an organisation’s code of ethics as regards customers, suppliers 

and society as a whole.  

Regarding long-term incentives, it is important to ensure that performance hurdles have been set at 

a difficulty level that is appropriate given the company’s situation. Plans requiring stretch 

performance to the extent that they are almost unattainable or “all-or-nothing” type cliff-vesting 

schedules should raise red flags as they may encourage risk-taking behaviour. 

                                                      
31 ASX Corporate Governance Council, Corporate Governance Principles and Recommendations, 3rd Edition, 2014, P.31 
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Another important judgement will be the choice by the Board in respect of the nature of the equity 

instrument used for long-term incentive plans. Should it be an option or a performance/share right? 

Both have distinct and different values to the executive subject to the Board and company’s 

expectation in relation to share price growth and market volatility. 

Even Boards that take particular care ensuring the correct design of annual and long-term incentive 

plans will encounter issues under certain circumstances. Clawback provisions are one avenue 

through which organisations are expected to manage risks in such situations. Discretion is also a 

tool the Board can use after considering the impact on shareholders and the reputation and financial 

health of the organisation. We strongly endorse the exercise of discretion, though its use should be 

tempered by thoughtful contemplation.  

Reputational and Talent Risks 

The discouragement of unnecessary risk taking is not the only area that Egan Associates believes 

Boards can manage through remuneration.  

The determination of remuneration carries a significant amount of talent risk. Executives that are not 

appropriately remunerated in terms of the quantum of fixed, annual or long-term remuneration may 

decide that their energy and expertise would be better valued in another organisation, taking 

significant experience and organisation knowledge with them when they leave.  

Incentive plans where the goals are almost impossible to meet can act in the same way, leading to 

circumstances where some of the organisation’s best talent may be attracted to competitors or 

other organisations that have better moderated incentive plans.  

Remuneration is also a source of significant reputational risk. When determining executive and 

Board remuneration within the context of the annual review of reward levels, remuneration 

committees should ensure that benchmarking is appropriate.  

Shareholders would expect management to be appropriately rewarded for improving the value of the 

company and meeting annual budgeted business plans and strategies, but would not welcome a 

Board benchmarking positions against companies many times the size of their organisation.  

For example, if the company is a relatively minor participant in a segment of the resources sector, 

shareholders would see it as inappropriate that positions are benchmarked against BHP and Rio 

Tinto. Benchmarking should be completed using organisations of comparable complexity and size as 

considered in terms of market captalisation, revenues, profits and assets.  

Boards must also be cautious when approached with management recommendations to follow an 

inappropriate trend in either the level remuneration opportunity provided under incentive plans or, in 

the case of equity-based incentive plans, using accounting values, which are often substantially 

discounted to prevailing share price, as the basis for granting equity awards.  

This is particularly the case where shareholders are not informed of the implications of using such 

accounting values, which while remaining appropriate for the purpose of expensing awards under 

long-term incentive plans, are inappropriate for the allocation of equity unless the implications are 

fully disclosed to shareholders.  
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About us 

 

For more than 25 years, Egan Associates has advised leading organisations and emerging 

enterprises in Australia and New Zealand on the remuneration of Board Directors, executives and 

key staff members, as well as performance management, corporate governance and Board 

effectiveness.  

Our Services include: 

 Remuneration reviews and benchmarking for Boards, CEOs, executives, senior management 

and professional positions, including specialist roles 

 Corporate transactions / IPOs: assistance transitioning pre-IPO reward arrangements into the 

listed company environment with considerations including escrow provisions 

 Advice on annual incentive plan structures, performance criteria, target and maximum payment 

levels including deferral and clawback provisions 

 Advice on long term incentive plan structures, participation, performance hurdles, equity 

instruments, valuation and allocation, as well as monitoring  

 Government pay reviews: assistance at both Federal, State and local level in administrative, 

policy and corporatised environments on reward for senior executives, professional and 

administrative staff and governing Boards 

 Online human capital solutions: online resources to assist organisations manage position 

documentation, work value, internal relativity, market competitiveness and performance.  

 Board effectiveness: assistance with Board reviews, Board skills matrices, scenario planning 

and Board documentation. 

For further information please contact us on (02) 9225 3225 or mail@eganrem.com. 
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